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1. Introduction 
In this first lab, \ou Zill use the components of HTML5, that is HTML, CSS and JaYaScript, to                   

implement the client-side of TZidder. You haYe also been proYided a serYer-stub, Zhich Zorks as \our                
not \et Zritten serYer-side code. This helps \ou haYe a full\ functional application b\ the end of lab 1                   
and be able to see the output at an earl\ stage. Later on, Zhen \ou haYe \our oZn serYer-side code                    
implemented, the serYer-stub Zill be remoYed from the application and \ou Zill use \our oZn serYer-side                
code. You Zill read more about the proYided serYer-stub in section 2. 

Each lab has been diYided into seYeral continuous steps Zhich each adds a neZ piece to the final                   
application and make the product more complete. You are required to deYelop step b\ step and implement                 
each step according to the instructions. Once \ou are finished Zith each lab, \ou Zill present \our Zork to                   
\our responsible lab assistant. For more specific information about the presentation and eYaluation             
process of lab 1, please check section 7: Presentation and EYaluation. For more information about the                
e[amination process, please check the course page. 
 

RHTXLUHPHQWV 

B\ the end of lab 1, the folloZing functional requirements shall be met.  

FXQFWLRQDO 
Ɣ The user shall be able to sign up, sign in and sign out. 
Ɣ The user shall be able to YieZ his/her oZn personal information proYided during sign-up, 

eYer\thing e[cluding the passZord, once signed in. 
Ɣ The user shall oZn a message Zall Zhich other users and himself/herself can post messages on it. 
Ɣ The user shall be able to refresh his/her oZn Zall to check for an\ neZl\ posted messages, 

Zithout refreshing the rest of content. In other Zords, the broZser¶s refresh button shall not be 
used. 

Ɣ The user shall be able to YieZ another user¶s  personal information, eYer\thing e[cluding their 
passZord, and message Zall b\ proYiding his/her email address. 

Ɣ The user shall be able to post a message on another user¶s message Zall. 
Ɣ The user shall be able to refresh another user¶s message Zall to see the neZl\ posted messages, 

Zithout refreshing the rest of the content. 
Ɣ The user shall be able to change his/her passZord Zhile being signed-in. 

 

NRQ-FXQFWLRQDO 
Ɣ Once the application is opened for the first time, it Zill not require to refresh itself during its 

lifetime.  Such applications are called Single Page Applications or SPAs. For more information 
please check out section 4: Application Structure. 

Ɣ Using ³ZindoZ.alert()´ or similar t\pes of ZindoZ based inputs/outputs is not alloZed. 
Ɣ The HTML code shall Yalidate in ​https://Yalidator.Z3.org/​ . ​TKH HTML FRGH LQ WKH VFULSW 

HOHPHQWV ZKLFK UHSUHVHQW GLIIHUHQW YLHZV VKDOO EH YDOLGDWHG VHSDUDWHO\ E\ FRS\LQJ WKH FRGH 
DQG SDVWLQJ LQ WKH YDOLGDWRU. 

Ɣ The CSS code shall Yalidate in ​https://jigsaZ.Z3.org/css-Yalidator/ 
Ɣ It is not alloZed to use JQuer\. 
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2. The Project Folder 
The project folder is an ordinar\ folder that contains all the required files building \our application. B\                 
the end of lab 1, \our project folder Zill contain the folloZing files: 
 

Ɣ client.html        //created 
Ɣ client.css          //created 
Ɣ client.js            //created 
Ɣ serYerstub.js    //proYided 

FOLHQW.KWPO 
The client.html file Zill contain all of the HTML code implemented b\ \ou Zhich mainl\ shapes the UI.                  
It also uses all other files mentioned in the list aboYe. As \ou proceed, \ou Zill add more HTML code to                     
this file, moYing toZards a full\ functional Zeb application. 
 

FLJXUH 1 -  IQLWLDO FRQWHQW RI FOLHQW.KWPO. 

FOLHQW.MV 
The client.js file Zill contain all the functionalit\ \ou implement. As \ou proceed, \ou Zill add more                 
JaYascript code to this file, moYing toZards a full\ functional Zeb application. ​Make sure that \ou                
separate different functionalit\ in different methods from the beginning, making different pieces of the              
code eas\ to use and re-use.  

FLJXUH 2 - SDPSOH FRGH LQ FOLHQW.MV. 
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<KWPO> 
    <KHDG> 
       <OLQN KUHI="FOLHQW.FVV" W\SH="WH[W/FVV" UHO="VW\OHVKHHW"> 
       <VFULSW VUF="FOLHQW.MV" W\SH="WH[W/MDYDVFULSW"></VFULSW>  
       <VFULSW VUF="VHUYHUVWXE.MV" W\SH="WH[W/MDYDVFULSW"></VFULSW>  
    </KHDG> 
    <ERG\> 
    </ERG\> 
</KWPO> 

GLVSOD\VLHZ = IXQFWLRQ()^ 
   // WKH FRGH UHTXLUHG WR GLVSOD\ D YLHZ 
 
`; 
ZLQGRZ.RQORDG = IXQFWLRQ()^ 
   //FRGH WKDW LV H[HFXWHG DV WKH SDJH LV ORDGHG. 
   //<RX VKDOO SXW \RXU RZQ FXVWRP FRGH KHUH. 
   ​//ZLQGRZ.DOHUW() LV QRW DOORZHG WR EH XVHG LQ \RXU LPSOHPHQWDWLRQ. 
    ZLQGRZ.DOHUW("HHOOR TDDD97!"); 
 
`; 



FOLHQW.FVV 
This file Zill contain all the st\ling \ou implement. You Zill implement this file completel\ from the                 
scratch as \ou proceed step b\ step. 
 
VHUYHUVWXE.MV 
This file simulates the serYer-side code for TZidder application in JaYascript at client-side. There are               
three reasons behind proYiding ³serYerstub.js´: 
 

1. Without knoZing Zhat the serYer-side functionalities are, Zhat each takes as input and Zhat each               
returns as output, implementing the client-side cannot be completel\ done. 

2. As eYer\ Zeb application is the combination of the client-side and the serYer-side Zorking              
together, b\ haYing the serYer-side in hand and implementing the client-side b\ the end of lab 1                 
\ou can haYe a full\ functional application in an earl\ stage. 

3. As ³serYerstub.js´ is in JaYascript language and is located at client-side, there is no need to be                 
concerned about client/serYer communication at current stage and \ou can simpl\ use the             
proYided jaYascript methods simulating different serYer-side functionalities. 

 
For e[ample, the method ​VHUYHUVWXE.VLJQUS(IRUPDDWD) does sign up a user based on the             
proYided information. then \ou can use ​VHUYHUVWXE.VLJQIQ(XVHUQDPH, SDVVZRUG) ​to sign          
in the same registered user. In lab 2, \ou Zill haYe the chance to reimplement the ³serYerstub.js´ in                  
p\thon language at serYer-side. B\ the end of lab 3, \ou Zill remoYe ³serYerstub.js´ and Zill connect \our                  
client-side and serYer-side code, implemented in labs 1 and 2, together making a full\ functional               
application. 

All the serYer-stub methods Zill return an object containing the fields ³success´, ³message´ and ³data´.                
The ³success´ field contains a boolean telling if the request has been successful or not and the ³message´                  
field contains an error message if something has gone Zrong or a success message if the request has been                   
completed successfull\. The ³data´ field contains the returned data from the serYer-stub if the method is                
e[pected to return an\ other data, otherZise it is undefined. You can find the documentation for the                 
methods proYided b\ SerYerstubJS at the end of this document. 
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3. DeYelopment Tools 

To complete this lab \ou Zill need a te[t/code editor and a Zeb broZser. For both cases \ou are free to                     
use an\ tool of \our choice as long as: 

1. The te[t/code editor of \our choice does not proYide an\ Yisual Zeb designing capabilit\. 

2. The Zeb broZser of \our choice supports HTML5. We recommend Google Chrome and Mo]illa               
Firefo[ because of their good support for Zeb deYelopment and the tools the\ proYide. It is highl\                 
recommended to use the ³Web Console´ and ³Element Inspector´ tools proYided b\ both of the broZsers                
during the deYelopment. 

 

NRWH: XVLQJ YLVXDO ZHE GHVLJQHUV LV QRW DOORZHG DQG LV FRQVLGHUHG DV FKHDWLQJ. 
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4. Application Structure 

TZidder is a ​SLQJOH PDJH ASSOLFDWLRQ, Zhich is composed of tZo YieZs(states) named Welcome and               
Profile. Depending on the user is signed-in or not, a YieZ is selected and displa\ed to the user. Onl\ one                    
of the tZo YieZs can be displa\ed at a time. As the user opens the ³client.html´ file for the first time, the                      
Welcome YieZ is displa\ed to the user Zhich enables him/her to sign up and/or sign in to the s\stem.                   
Once the user is signed-in, the Profile YieZ is displa\ed, Zhich enables the user to use the proYided                  
application functionalities. The user has the possibilit\ to sign out and return to the Welcome YieZ/page.  

As the user refreshes the page, the current YieZ is maintained and the user shall be able to continue                    
his/her Zork. At the same time, if the user closes the ³client.html´ page and opens it again, the preYiousl\                   
loaded YieZ shall be loaded again and the user can continue his/her Zork. For e[ample, if the user signs in                    
and closes the page before signing out, the Profile YieZ shall be loaded once the user reopens the                  
³client.html´. 

FLJXUH 3 - TKH VWDWH GLDJUDP RI WKH TZLGGHU DSSOLFDWLRQ. 

 

 

Note: B\ the end of lab 1, \our final product is e[pected to  behaYe accordingl\. 
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5. Lab Instructions 

Lab 1 is diYided into seYeral steps to help \ou get a good ZorkfloZ. Each step adds a neZ part to the                      
application until \ou haYe a full\ functional application b\ the end of lab 1.  

SWHS 0: CUHDWLQJ WKH SURMHFW IROGHU 

In this step, \ou are required to create a project folder based on the information aYailable in Section 2. As                    
a start, \ou need to create a folder Zith an appropriate name on the file s\stem Zhich Zill accommodate                   
all the files building up the TZidder application. As mentioned in Section 2, \ou need to create three files                   
from scratch in the project folder and add one proYided file named ³serYerstub.js´ aYailable on the course                 
page. ³client.html´ needs to haYe enough code to use all other files inside of the project folder.                 
³client.css´ and ³client.js´ are the onl\ empt\ files for noZ. Figure 1 demonstrates the initial content of                 
³client.html´. 

SWHS 1: DHVLJQLQJ WKH ZHOFRPH YLHZ 

In this step, \ou Zill create the sign-in and sign-up forms using HTML and CSS in a temporar\ HTML                   
file named Zelcome.html, Zhich is using a temporar\ CSS file named Zelcome.css. The sign-in and the                
sign-up forms shall be separate, and Zill not be proYiding an\ functionalit\ at the current stage. Your                 
page shall be laid out as demonstrated in Figure 4. You shall use CSS for st\ling the la\out and ​XVLQJ                    
HTML WDEOHV LV QRW DOORZHG. 

FLJXUH 4 - TKH WHOFRPH YLHZ OD\RXW. 
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TKH VLJQ-LQ IRUP VKDOO UHTXLUH WKH IROORZLQJ LQIRUPDWLRQ: 

1. Email as username 
2. PassZord 

 
TKH VLJQ-XS IRUP VKDOO UHTXLUH WKH IROORZLQJ LQIRUPDWLRQ: 

1. Email as username  
2. PassZord  
3. Repeat passZord 
4. First name 
5. Famil\ name 
6. Gender  
�. Cit\ 
�. Countr\ 

 
Each piece of information in both forms like username or gender is requested as a single roZ including a                   
label and an input element. Each form also contains a submit button Zhich appears at the last roZ.  
 
NRWH: AQ LPDJH FRQWDLQLQJ D ORJR DQG VORJDQ LV SURYLGHG WR EH HPEHGGHG LQVLGH RI WKH ZHOFRPH YLHZ                  
LQ WKH VSHFLILHG DUHD. YRX FDQ DOVR XVH D FXVWRP LPDJH WR EH GLVSOD\HG. 

 
 
 

FLJXUH 5 - A VDPSOH RXWSXW RI WKH WHOFRPH YLHZ. 
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SWHS 2: DLVSOD\LQJ D FHUWDLQ YLHZ 

The purpose of this step is to build one HTML file for the Zhole application that is capable to displa\                    
different YieZs of the application depending on Zhether the user is signed-in or not. 

Add the ³Zelcome.html´ content, onl\ the HTML code Zhich resides inside of the ​ERG\ tag, to                 
³client.html´ and place it inside a ​<VFULSW W\SH=´WH[W/YLHZ´></VFULSW> tag Zith an           
appropriate ​LG (e.g., ³ZelcomeYieZ´). All ​VFULSW tags should be located in the head of the HTML file.                 
Then cop\ all \our CSS code from ³Zelcome.css´ to ³client.css´. From this point Ze do not need the                  
³Zelcome.html´ and ³Zelcome.css´ files an\more. You Zill also need to create another ​VFULSW tag,              
Zhich Zill be completed in the folloZing steps. It should haYe an easil\ accessible ​LG (e.g.,                
³profileYieZ´) and onl\ contain an arbitrar\ line of te[t. Each of the aboYe ​VFULSW tags shall contain                 
sufficient HTML code to represent a YieZ. 

Once the ³client.html´ document is loaded, Ze need to decide Zhich YieZ should be displa\ed                
depending on Zhether the user is signed-in or not. Because there is no login mechanism implemented \et,                 
for noZ \ou need to displa\ the Welcome YieZ once ³client.html´ is opened and loaded. 

HRZ iW ZRUkV?¬
Once a piece of HTML code is placed inside of ​<VFULSW W\SH=´WH[W/YLHZ´></VFULSW> tag,             
the broZser skips rendering it because it does not recogni]e the t\pe, ​³WH[W/YLHZ´ is a t\pe chosen b\                  
us and is not knoZn to the broZser, and onl\ adds the ​VFULSW tag to the DOM tree containing some                    
unrecogni]ed script. Depending on Zhich state the application is ​in, signed-in or not, this piece of script                 
representing a YieZ can be read and inserted to the page once the page is loaded.¬

HRZ WR knRZ Whe Sage iV lRaded? 

Once the page is loaded completel\ b\ the broZser and the DOM tree is built, the method ​RQORDG                  
belonging to the ​ZLQGRZ object is called automaticall\ b\ the broZser. B\ oYerloading the ​RQORDG               
method, a custom piece of code, in this case the code for reading and inserting HTML code, can be                   
e[ecuted eYer\ time the page is loaded or reloaded. 

HRZ WR Uead and inVeUW HTML cRde? 

Because the ​VFULSW tags are part of the DOM tree and giYen that the\ haYe an appropriate ​LG ​, the\ can                    
be accessed and their content can be read. For inserting the read content, Zhich is a piece of HTML code,                    
a tag located in the ​ERG\ is required, Zhich Zill accommodate the read content. A ​GLY tag Zith an                   
appropriate ​LG is the most preferable one because it has been designed for proYiding sections. Once the                 
HTML code is inserted, the DOM tree is updated and the added content is displa\ed automaticall\. In                 
other Zords, the HTML code is copied from a ​VFULSW ​ tag and pasted inside of a ​GLY ​ tag.¬

 

SWHS 3: IPSOHPHQWLQJ XVHU LQSXW YDOLGDWLRQ IRU VLJQ-LQ DQG VLJQ-XS IRUPV 

While performing the sign-in and sign-up operations, Ze prefer to minimi]e the load and traffic on/to the                 
serYer. One Za\ of doing that is to make sure Ze do not send unnecessar\ login and signup requests that                    
Zill be rejected b\ the serYer because of incorrect or inadequate information. In this step, \ou Zill make                  
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sure the sign-in and sign-up forms hold Yalid information before a request is sent to the serYer. This                  
means unless the folloZing criteria are met, this can of course be different application to application, no                 
request shall be made Zhen the submit button is clicked: 
 

1. No field shall be blank. 
2. The email field shall contain a Zell formatted email address 
3. For signup, both passZord fields must contain the same string. 
4. The passZord is at least X characters long in both forms. 

 
Note: The same Yalidation needs to be done at the serYer-side in lab 2. 
 

To implement the Yalidation mechanism \ou need to use HTML and JaYascript both and implement a                 
method inside of ³client.js´ for each form Zhich handles the Yalidation ZheneYer the user clicks on the                 
submit button. 

HRZ iW ZRUkV?¬
Thanks to HTML5 part of Yalidation, items 1 and 2, can be achieYed b\ using a certain attribute,                  
UHTXLUHG ​, and choosing a correct input t\pe. For e[ample the t\pe ³email´, make the form do the                 
Yalidation automaticall\ and check if the content is a Zell formatted email address or not. You can also                  
use the attribute ³required´, to make a field mandator\ or not.  

Implementing items 3 and 4 takes more effort and \ou need to use JaYascript for performing the                  
Yalidation. You Zill use the form¶s ³onsubmit´ attribute or the element¶s ³oninput´ eYent attribute to call                
\our custom Yalidator method before the actual submission. If an\ field contains inYalid data then the user                 
needs to be notified. You can use a custom-made feedback area inside of the page, no alert alloZed, or                   
use HTML5 Yalidit\ errors. 
 
 
SWHS 4: AGGLQJ WKH VLJQ-XS PHFKDQLVP  

In this step \ou are required to add the sign-up functionalit\ b\ calling             
VHUYHUVWXE.VLJQUS(GDWDOEMHFW) after the Yalidation process is succeeded. As mentioned in          
section 2, the data passed to ​VHUYHUVWXE.VLJQUS(GDWDOEMHFW) is in form of a JaYascript object              
Zith the folloZing fields: 
 

1. HPDLO 
2. SDVVZRUG 
3. FLUVW QDPH 
4. FDPLO\ QDPH 
5. JHQGHU 
6. FLW\ 
7. FRXQWU\ 

 
If the user tries to register Zith an email address that is alread\ registered, this is to be shoZn in the same                      
Za\ as fault\ fields during the Yalidation, this time the error message returned from the serYer-stub shall                 
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be displa\ed.  
If the sign-up succeeds, the message returned b\ ​VHUYHUVWXE.VLJQUS(GDWDOEMHFW) shall be            

displa\ed or the user shall be directl\ directed, logged in, to his/her page. 

SWHS 5: AGGLQJ WKH VLJQ-LQ PHFKDQLVP 

In this step \ou are required to add the sign-in functionalit\ b\ calling             
VHUYHUVWXE.VLJQIQ(XVHUQDPH, SDVVZRUG) after the Yalidation process is succeeded. As         
mentioned in section 2, the data passed to the ​VHUYHUVWXE.VLJQIQ(XVHUQDPH, SDVVZRUG)           
function is in form of tZo separate string arguments: 
 

1. Email as username 
2. PassZord 

 
To keep track of the signed-in user, the serYer-stub uses a token-s\stem. Once the              
VHUYHUVWXE.VLJQIQ(XVHUQDPH, SDVVZRUG) method is called and sign-in process is         
completed successfull\, the serYer-stub creates a randomi]ed token and returns it to the client stored in the                 
field ³data´ of the returned object. This token has to be stored at client-side to be used further for sending                    
requests to the serYer-stub. This shall be done using Zeb storage facilit\ as part of HTML5. In other                  
Zords, if the user is signed-in then a token e[ists at client-side representing the signed-in user otherZise                 
there is no such token  stored at client-side. 

As \ou remember, in step 2 \ou Zere required to displa\ the Welcome YieZ as the page Zas loaded                    
because at that time no sign-in mechanism Zas in place. noZ that part needs to be changed and decide                   
Zhich YieZ needs to be displa\ed based on if there is a token at client-side or not. This means, once the                     
page is loaded/reloaded the right YieZ shall be displa\ed. The onl\ issue is that for transiting from                 
Welcome YieZ to Profile YieZ after signing in, the user needs to refresh the page. To solYe the issue, the                    
deciding code should be called manuall\ after the token is stored at client-side as it is called                 
automaticall\ after each page load/reload. 

If the username or passZord is incorrect the returned error message b\ the serYer shall be displa\ed to                   
the user and no token shall be generated. 

 
SWHS 6: IPSOHPHQWLQJ WDEV 

Once the user signs in, the Profile YieZ is displa\ed to the user. Currentl\, this YieZ contains nothing but                   
a single line of te[t added earlier. In this step \ou shall implement a roZ of tabs Zhich each is associated                     
to a panel. There shall be three tabs Zith the folloZing names: 

1.  Home //selected b\ default 
2.  BroZse 
3.  Account  

The user can onl\ choose one tab at a time and the associated panel Zith its content is displa\ed                   
consequentl\.  
¬
¬
¬
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HRZ iW ZRUkV?¬

To implement such tabular data presentation, \ou can use CSS ​GLVSOD\ propert\. once a tab is clicked,                 
the ​GLVSOD\ propert\ of the selected panel is set to ​EORFN as others¶ are set to ​QRQH ​. It is a good idea                      
to implement each  panel  as a separate ​GLY ​ tag. You can also use an\ other technique of \our choice. 

 

 
SWHS 7: IPSOHPHQWLQJ WKH AFFRXQW WDE 

It is considered a good practice to change passZord eYer\ noZ and then. To giYe the user the possibilit\                   
to change his/her passZord, \ou are to implement passZord change functionalit\ inside of the panel               
associated to the Account tab. To do this, \ou need to use an appropriate method proYided b\                 
³serYerstub.js´.  

 

 

Last but not least, the user shall be able to sign out from the s\stem Zhen he or she is done Zith his/her                        
session. In this step \ou are also required to implement this functionalit\ inside of the panel associated to                  
the Account tab b\ using an appropriate method proYided b\ ³serYerstub.js´. After the user is signed out,                 
he/she needs to be redirected to the Welcome YieZ automaticall\.  
 
SWHS 8: IPSOHPHQWLQJ WKH HRPH WDE 

In this step \ou are to implement the Home tab. No matter Zhat st\ling it has, it needs to include the 
folloZings: 

1. The signed-in user¶s personal information proYided at sign-up process e[cept the passZord. 
2. A  te[t area and a post button Zhich the user can use to post messages to his/her oZn Zall. 
3. A list of all posted messages forming a Zall.  
4. A button to reload onl\ the Zall in order to see the neZl\ posted messages b\ other users. 

To get it done, \ou also need to use the methods proYided b\ ³serYerstub.js´.  
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IMPORTANT 
Ɣ The selected tab shall be marked. 
Ɣ Once the user leaYes a tab for a Zhile and comes back to it, the data in the tab shall be 

preserYed Zithout asking the serYer stub again. 

IMPORTANT 
Ɣ The user shall see a feedback for an\ problem regarding changing passZord. For e[ample, 

Zrong old passZord. The message coming from the serYer-stub shall be shoZn to the user. 
Ɣ There shall be tZo te[t fields for entering the neZ passZord. If the passZords don¶t match then 

an error message shall be shoZn to the user. 



SWHS 9: IPSOHPHQWLQJ WKH BURZVH WDE 

In the preYious step \ou implemented the Home tab. In this step \ou are to implement the BroZse tab                   
Zhich enables the signed-in user to YieZ other users¶ Home page. The BroZse tab shall enable the                 
signed-in user to enter the e-mail address of another user Yia a te[t field and a button. When submitted,                   
the found user¶s Home page shall be displa\ed. The YieZ of another user¶s Home page shall be                 
functionall\ identical to \our oZn Home page. In other Zords, the signed-in user can YieZ the personal                 
information and Zall of other users and at the same time post messages on their Zalls and reload their                   
Zall to see Zhether there is an\ neZ posted messages on their Zalls.  

To get it done, \ou also need to use the methods proYided b\ ³serYerstub.js´.  
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IMPORTANT 
Ɣ The user shall receiYe a feedback if the searched user does not e[ist. 



6. Questions for consideration 

1. Wh\ do Ze Yalidate data before sending it to the serYer at client-side, as opposed to just letting                  
the serYer Yalidate data before using it? What Ze get and Zhat Ze lose b\ it? 

 
2. HoZ secure is the s\stem using an access token to authenticate? Is there an\ Za\ to circumYent it                  

and get access to priYate data? 
 

3. What Zould happen if a user Zere to post a message containing JaYaScript-code? Would the code                
be e[ecuted? HoZ can it oppose a threat to the s\stem? What Zould the counter measure? 

 
4. What happens Zhen Ze use the back/forZard buttons Zhile Zorking Zith TZidder? Is this the               

e[pected behaYiour? Wh\ are Ze getting this behaYiour? What Zould be the solution? 
 

5. What happens Zhen the user refreshes the page Zhile Zorking Zith TZidder? Is this the e[pected                
behaYiour? Wh\ are Ze getting this behaYiour?  

 
6. Is it a good idea to read YieZs from the serYer instead of embedding them inside of the                  

³client.html´? What are the adYantages and disadYantages of it comparing to the current             
approach? 

 
�. Is it a good idea to return true or false to state if an operation has gone Zrong at the serYer-side or                      

not? HoZ can it be improYed? 
 

�. Is it reliable to perform data Yalidation at client-side? If so please e[plain hoZ and if not Zhat                  
Zould be the solution to improYe it? 

 
�. Wh\ isn¶t it a good idea to use ​WDEOHV ​ for la\out purposes? What Zould be the replacement? 

 
10. HoZ do \ou think Single Page Applications can contribute to the future of the Zeb? What is their                  

adYantages and disadYantages from usage and deYelopment point of YieZs?  
 
 

7. Presentation and EYaluation 
Once \ou are finished Zith lab 1, \ou Zill present \our Zork to \our responsible lab assistant during a                   
scheduled lab session.  You ma\ be asked about the details of \our implementation indiYiduall\.  
 

8. Documentation for serYerstub.js 
 
Here is the documentation for SerYerstub.js Zhich helps \ou get started Zith its serYices, functions,               
Zithout an\ need for going through their implementation. 
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PXEOLF PHWKRGV SURYLGHG E\ ³VHUYHUVWXE.MV´ 
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All serYices, functions, return a jaYascript object containing 2 fields: 
 
VXFFHVV ​: True if the operation is successful and False if the operation failed. 
PHVVDJH​: The message returned from the function after completing or failing the operation. 
 
As mentioned in the folloZing, responses returned from some serYices contain a third field, named               
GDWD​. This field contains the actual data returned b\ the serYice.  
 
E[ample: 
signin() can return ^"success": true, "message": "Successfull\ signed in.", "data": token` 
 

VHUYHUVWXE.VLJQIQ(HPDLO, SDVVZRUG) 
 
DHVFULSWLRQ:​ Authenticates the username b\ the proYided passZord. 
IQSXW:​ tZo string Yalues as username and passZord. 
RHWXUQHG GDWD:​ A string Yalue containing a randoml\ generated access token if the authentication is 
successful. 
 

VHUYHUVWXE.VLJQUS(GDWDREMHFW) 
 
DHVFULSWLRQ:​ Registers a user in the database. 
IQSXW:​ An object containing the folloZing fields: 
          email, passZord, firstname, famil\name, gender, cit\ and countr\. 
RHWXUQHG GDWD:​ - 
 

VHUYHUVWXE.VLJQOXW(WRNHQ) 
 
DHVFULSWLRQ:​ Signs out a user from the s\stem. 
IQSXW:​ A string containing the access token of the user requesting to sign out. 
RHWXUQHG GDWD:​ - 

VHUYHUVWXE.FKDQJHPDVVZRUG(WRNHQ, ROGPDVVZRUG, QHZPDVVZRUG) 
 
DHVFULSWLRQ:​ Changes the passZord of the current user to a neZ one. 
IQSXW:  

Ɣ token: A string containing the access token of the current user 
Ɣ oldPassZord: The old passZord of the current user 
Ɣ neZPassZord: The neZ passZord 

RHWXUQHG GDWD:​ - 
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VHUYHUVWXE.JHWUVHUDDWDB\TRNHQ(WRNHQ) 
 
DHVFULSWLRQ: RetrieYes the stored data for the user Zhom the passed token is issued for. The currentl\                 
signed in user can use this method to retrieYe all its oZn information from the serYer-stub. 
IQSXW​: A string containing the access token of the current user. 
RHWXUQHG GDWD:​ A user object containing the folloZing fields:  
                          email, firstname, famil\name, gender, cit\ and countr\. 

VHUYHUVWXE.JHWUVHUDDWDB\EPDLO(WRNHQ,HPDLO) 
 
DHVFULSWLRQ:​ RetrieYes the stored data for the user specified b\ the passed email address. 
IQSXW: 

Ɣ token: A string containing the access token of the current user 
Ɣ email: The email address of the user to retrieYe data for 

RHWXUQHG GDWD:​ A user object containing the folloZing fields:  
                          email, firstname, famil\name, gender, cit\ and countr\. 

VHUYHUVWXE.JHWUVHUMHVVDJHVB\TRNHQ(WRNHQ) 
 
DHVFULSWLRQ: RetrieYes the stored messages for the user Zhom the passed token is issued for. The                
currentl\ signed in user can use this method to retrieYe all its oZn messages from the serYer-stub. 
IQSXW:​ A string containing the access token of the current user. 
RHWXUQHG GDWD:​ An arra\ containing all messages sent to the user. 

VHUYHUVWXE.JHWUVHUMHVVDJHVB\EPDLO(WRNHQ,HPDLO) 
 
DHVFULSWLRQ:​ RetrieYes the stored messages for the user specified b\ the passed email address. 
IQSXW: 

Ɣ token: A string containing the access token of the current user 
Ɣ email: The email address of the user to retrieYe messages for 

RHWXUQHG GDWD:​ An arra\ containing all messages sent to the user. 

VHUYHUVWXE.SRVWMHVVDJH(WRNHQ, PHVVDJH, HPDLO) 
 
DHVFULSWLRQ:​ Tries to post a message to the Zall of the user specified b\ the email address. 
IQSXW: 

Ɣ token: A string containing the access token of the current user 
Ɣ message: The message to post 
Ɣ email: The email address of the recipient 

RHWXUQHG GDWD:​ - 


